Continuing to improve security within GVI we will be rolling out Multifactor Authentication. This
is similar to the Defender FOB you may have previously used in that it will add one additional
step to the Citrix sign in process. Please review the steps below.

Microsoft Authenticator Smartphone App Install

1. On your mobile phone, access the store (Google Store or Apple Store) and
download Microsoft Authenticator.

Protects your online identity OPEN

0 Microsoft Authenticator
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2. Open the app and click ‘Add account’.

= Authenticator -

Ready to add your
first account?
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3. You'll see a ‘Scan QR code’ option. Don’t tap this yet. We'll do this a few steps later.

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Signin ScanQRc

4. On a computer other than your cell phone access https://aka.ms/mfasetup
Sign in with your email using the @globusandcosmos.com address.

5. You'll get a pop-up with ‘More information required’. Click ‘Next’.

BY Microsoft
matest@globusandcosmos.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more



https://aka.ms/mfasetup

6. You'll get a prompt with a ‘Start by getting the app’ message. Click ‘Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

7. Click ‘Next’ at the ‘Set up your account’ prompt.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.




8. You should see a Microsoft Authenticator ‘Scan the QR code’ prompt.

Going back to the MS Authenticator app on the phone, tap on ‘Scan the QR code’ and point the
phone at the QR code on the computer screen. That will get the phone app configured for use
with Multi-factor authentication.

Click ‘Next’.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

i
Can't scan image?

9. You'll see a ‘Let’s try it out’ prompt.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out
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Approve the notification we're sending to your app.

Lwant to set up a different method




10. On the smartphone MS Authenticator app you should get an ‘Approve sign-in’ prompt. Tap
‘Approve’.

Approve sign-in?
Group Voyagers Inc.
matest@globusandcosmos.com

Deny Approve

11. On the set-up web page you should see a ‘Notification approved’ message. Tap ‘Next’.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved
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‘ Back | Next

| want to set up a different method

12. The prompt should change to show ‘Success!’.

Success!

Great job! You have successfully set up your security info. Choose "Dene” to continue signing in.

Default sign-in method:

a Microsoft Authenticator
C’  iPhone 13
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13. Once you have this completed, please notify engineering@globusfamily.com to have your
account enabled. This will commit the MFA changes to apply to your account.


mailto:engineering@globusfamily.com

